
SCADA Change Verification

System Change Request

April 22, 2010  

Cybernetics Symposium



195.446 Control Room Management Change 

Verification

Paragraph C

(1)Implement API RP 1165 whenever SCADA 
system is added, expanded or replaced, 
unless the operator demonstrates that certain provisions of 
API RP 1165 are not practical for the SCADA system used;

(2)Conduct a point-to-point verification between 
SCADA displays and related field equipment 
when field equipment is added or moved 
and when other changes that affect pipeline 
safety are made to field equipment or 
SCADA displays.



System Change Request 

(SCR) software tool

• SQL Database Design

• Facilitates MOC with Prioritization

• Documents Work Flow & Approvals

• Supports File Attachments & Comment

• Filter Keys for enhanced search

• Electronic Notifications Throughout Approval 

Levels



Control Center Supervisor

Review + Revise = Drive alarm and 
point monitoring standards

Step 1

Change Complete

Change RequestSCADA Supervisor

Review for Accuracy and 
Complexity – Assigns Work

SCR Flow Diagram Simplified

SCADA Specialist

Review, Plan, Schedule –
Communication, Database, 
Display and Field Point Test

SCADA Supervisor

Assurance to Quality Control –
Review Work with SCADA 

Specialist

Step 2

Step 3

Approval 

Complete

Submit

Final Review



SCR Navigation



Facilitates MOC with Prioritization 
Step 1



Documents Approvals Step 1 & 3



File Attachments and Change Management Step 2



Electronic Notifications



User Management

Item Management


